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PUBLIC NOTICE
The mayor and members of the Tangent City Council will meet to conduct a regular
session on:
MONDAY, SEPTEMBER 12, 2022
6:30 PM.
Meeting at City Hall and available on Zoom
WORK SESSION
CITY COUNCIL MEETING
6:30 PM TO 7:00 PM.
7:00 PM TO ADJOURNMENT
ALL TIMES LISTED ARE APPROXIMATE AND SUBJECT TO CHANGE
Zoom is available if anyone wishes to attend the meeting. For Zoom login details, e-mail
jsamaniego@cityoftangent.org, and login information will be e-mailed to you.
Mayor Loel Trulove, Jr.
Council President Brad Tedrow
Council Member Greg Jones
Council Member Carol Korn
Council Member Mathew Swenson
Tangent City Council Work Session
AGENDA
1. Discussion on goals from 2021
2. New terms for Planning Commission and Citizen
Involvement
3. Legislative Priorities for 2023 Legislative Session

City Council Meeting Agenda on Next Page
City Hall
32166 Old Oak Dr.
Tangent OR 97389

www.CityofTangent.org
Phone: 541-928-1020
Fax: 541-928-4920

Office Hours
Monday – Friday
9:00 A.M. – 4:00 P.M.

Tangent City Council Meeting
AGENDA
Call to Order
Roll Call
Pledge of Allegiance
Adoption of Agenda
•
•
•
•
•

Move new business 5 to new business 1.
Move new business 4 to new business 2.
Move new business 6 to new business 3.
Move new business 8 to new business 4.
Move new business 7 to new business 5.

Miscellaneous Correspondence
Citizens Comments
Consent Calendar
Unfinished Business
1. 9.50 Building Code and Permitting – Discussion – Motion
New Business
1. Ordinance 22-03 – Regulate Farm Animals Outside UGB on EFU land –
Discussion – Motion
2. Finance Director Recruitment Update – Discussion – Consensus
3. Polimorphic Software Database Automation – Discussion – Motion
4. LOC Conference Voting Delegates – Discussion – Motion
5. Pop-Up Quick Build Crosswalk – Discussion
6. City of Tangent Travel Policies & Travel Authorization – Discussion – Motion
7. Cybersecurity Policy – Discussion – Motion
8. Oregon Paid Leave Act – Discussion – Motion
9. Use of City Hall by Public Form – Discussion – Motion
Others
Adjournment
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Work Session 1
2022 Goals

GOALS FOR 2022

No.

1
2
3

4
6

Activity

Tangent Drive Project –
Next phase Finish the construction and
design standards.
Pursue Safe Route to
School, including drainage
issue on Old Oak Drive from
Blackberry to Old Church
and crosswalk to school
Hire a replacement Finance
Director
Request Albany Transit to
Modify Route in Tangent

Person Responsible

City Manager – County

Progress to date

Nothing New to Update

City Engineer/City Manager
City Manager/County

Nothing New to Update, ask
to be part of Christmas Tree
Bill in Legislative Session.

City Manager/Finance Director

Extended Deadline

City Manager – AAMPO

City Planner to get started
with new AAMPO Transit
Planner

Work Session 2
New Terms for Planning Commission
and Citizen Involvement Committee

Finance Director Recruitment Update – Discussion
With an increase in volunteers and the potential for more than one vacancy in the
Planning Commission in 2023, the City Manager reached out through OCCMA about
other cities' terms for Planning Commission and other Citizen Involvement Committees.
This includes Parks and Budget committee. It does not cover City Council as the terms
for council are in the City Charter, not the ordinance.
•
•

•

•

No other city that responded had terms as long as five years. Common terms
were three to four years.
When asked of the current Planning Commissioners:
o Four out of the five responded.
o Three in favor of shorter terms
o One supported shorter terms but found the five years allowed time to learn
the Development code.
o Planning Commission has had three meetings in the 2022 calendar year.
When asked of the current Park Commission:
o Two responded in favor of shorter terms.
o No meetings since my arrival in April of 2021.
Budget Committee wasn't asked. They meet once a year in May.

Pros of Shorter Terms
• It could increase interest with less
time commitment.
• Allow for more opportunities for
interested individuals to serve.
• Increase public involvement in
municipal government.

Cons of Shorter Terms
• Multiple seat terms will expire at
the same time.
• More frequent training.
• There is no guarantee that we will
increase public involvement in any
of the commissions.

If the council wishes to have staff look into amending the ordinance, potential options:
•
•
•

3 or 4-year terms for commissions.
Different term lengths for groups (example: 2 years park, three years planning)
Seats with different lengths (example: 1 seat is 2 years, another 3 years)

Tangent Municipal Code 2.16.040 Terms of Office
The term of a Commissioner will be five years if the appointment is made to fill a
regularly scheduled expiration of a term. In the event of a term becoming vacant prior to
the term ending date, the position appointment will be for the balance of that term only.
(Ord. 2007-01 § 2.10.40, 2007)

Work Session 3
New Terms for Planning Commission
and Citizen Involvement Committee

Legislative Priorities for 2023 Legislative Session
The 2023 Legislative Session is a long session that will include a Christmas Tree bill
and cover many topics. While the League of Oregon Cities (LOC) has forwarded their
legislative priorities, would the City Council like to include specific priorities to forward to
our legislative representatives and the winner of the gubernatorial race?
The goal is to bring awareness to the City's issues and concerns and the ways they can
be addressed.
The City proposes:
•
•
•
•
•
•

September and November Work Session, discussion priorities.
Members of the council may introduce new ideas.
A majority of council members vote to include a priority
November work session, we approve priorities out of work session.
Pass a motion in the November City Council with the priorities.
Meeting with elected officials.

Initial Legislative Priorities (in no particular order)

Title
Additional support for animal cruelty and neglect law enforcement.
Goal Desired
To aid local government animal control units with more funds for hiring enforcement
officers and placing prosecuting priorities for cases in which a repeat offender or
cases with more than two animals are reported diseased in a citation.
Cause
While the State of Oregon does rate as one of the states with most animal protection
laws in the United States, enforcement of laws and prosecution of violators is
enabling animals to be abused. Animal Control units are short-staffed and often see
citations not being prosecuted promptly, negatively impacting all involved.
The City of Tangent asks that legislation be introduced to help local governments
recruit officers, and cases are elevated if an offender has a history of repeat offenses
or two animals or more are reported diseased in the citation.

Title
To reinstate the State of Oregon, the Oregon Department of Transportation (ODOT) 's
State Fund Exchange Program.
Goal Desired
Reestablish funding for the ODOT State Fund Exchange Program for small
Metropolitan Planning Organizations (MPO) jurisdictions during the upcoming
Metropolitan Transportation Improvement Program (MTIP) funding cycle.
Cause
On August 17, 2022, the State of Oregon ODOT's State Fund Exchange Program
was halted as ODOT wishes not to award funds to MPOs for the next five years citing
financial and staffing shortages. The program directly aided smaller MPOs and cities
by funding projects to improve the jurisdiction's ability to meet ODOT goals, including
projects to combat climate change and encourage public transit.
Without the State Fund Exchange Program, MPOs and cities are now expected to
apply for federal funds, which have more costs and red tape to access such funds.
This will hurt cities trying to achieve projects to reduce vehicle dependency, increase
bike/pedestrian pathways and public transit, and cost more money for smaller
jurisdictions.
The City of Tangent is looking at increasing our sidewalks, safe walking routes to
school, a public transit bus stop in the City, and a multi-use path connecting Tangent
to Linn Benton College, all through AAMPO. This will jeopardize all projects, increase
single-operated vehicles, and negate any positive steps in combating climate change.

The City of Tangent asks that legislation be introduced to reinstate ODOT's State
Fund Exchange Program funding to provide direct aid to smaller MPO and city
projects to improve the jurisdiction's ability to meet ODOT goals.

Title
Funds for Safe Route to School Gap
Goal Desired
Secure funds from the "Christmas Tree Bill" to complete the unfunded part of the Safe
Routes to Schools.
Cause
The Safe Routes to Schools has funds from AAMPO and Linn County ready to
contribute for additional sidewalks to Tangent Elementary. There is an approximate
$70,000 gap that we may ask our legislative representative to secure funding for after
the 2023 legislative session. The City lacks continuous ADA-compliant routes to
Tangent Elementary School, and this would be a big benefit in funding for the
completion of the project

Title
High-Speed Passenger Rail Service Watch
Goal Desired
To inform City Staff and/or elected officials about any discussion about implementing
a high-speed rail line that will go through Tangent.
Cause
The City of Tangent wishes to be informed about any discussion, including
implementing a high-speed rail line that would disrupt the City by cutting down to one
railroad crossing within the city limits. Research has shown how highways,
interstates, and railroads split neighborhoods and communities in half. Reducing
down to one railroad crossing would negatively impact the community and public
safety, with Tangent Rural Fire Department located east of the railroad crossing.

Title
Provide financial aid or exemption to unfunded mandates for municipalities with less
than 3,000 population
Goal Desired

The State of Oregon provided financial aid or exemption options for cities that
struggle with implementing state mandates due to budget and staff size, with a
population of under 3,000.
Cause
The City of Tangent has been included in the Climate Friendly Equitable Changes
(CFEC) due to its proximity to Albany. Costs range upwards of $15,000, and several
larger cities intend a legal challenge. With no tax base and only two full-time
employees, the CFEC is the latest of unfunded mandates. Most small cities were not
aware or impacted by CFEC because they do not have proximity close to a small city,
but Tangent is the only City that shared they were impacted during a League of
Oregon Cities Small Cities meeting.

Unfinished
Business 1
9.50 Building Code and Permitting Discussion - Motion

New Business 1
Ordinance 22-03 – Regulate Farm
Animals Outside UGB on EFU land –
Discussion – Motion

IN THE CITY COUNCIL
FOR THE CITY OF TANGENT, OREGON
An Ordinance Repealing in its entirety Title 7
(Public Peace, Morals and Safety), Chapter 30
(Poultry Control Ordinance) of the Tangent
Municipal Code and Adopting in its Place a new
Chapter 30 (Livestock) that Regulates the Types
and Numbers of Farm Animals in the City

Ordinance 22-03

The Tangent City Council adopts the following findings:
WHEREAS, the City regulates the types and numbers of domestic fowl that may be kept within
the City limits in Title 7 (Public Peace, Morals and Safety), Chapter 30 (Poultry Control Ordinance) of
the Tangent Municipal Code; and
WHEREAS, since the time the City adopted its Poultry Control Ordinance, it has noticed an
increase in residents keeping a whole host of farm animals and livestock – goats, pigs, sheep and the
like – as domestic pets in residential areas within the City’s Urban Growth Boundary, and sometimes in
alarming densities and unsanitary conditions, which has led to a rise in conflicts and nuisance
complaints in the UGB; and
WHEREAS, in light of the nuisances that these situations create, residential neighbors complain
to the City and seek City enforcement to curtail and end these unreasonable concentrations of farm
animals in residential areas within the City; and
WHEREAS, the proliferation of these nuisance situations and difficulty of enforcement has
convinced the City Council that it needs more enforcement tools to prevent nuisances in residential
areas caused by people keeping livestock as domestic pets in the UGB as a way to prevent unsanitary
conditions and conflict with residential neighbors; and
WHEREAS, the City Council scheduled a public hearing at its regular meeting on September 12,
2022 to consider a code amendment to replace the City’s Poultry Control Ordinance with a more
comprehensive chapter regulating the keeping of livestock generally in the City, which is attached as
Exhibit A to this Ordinance and is incorporated herein by this reference; and
WHEREAS, due to the broad applicability and public interest in the subject matter of this 2002
Ordinance, the City provided mailed notice of these proposed livestock regulations to every property
owner in the City of Tangent more than 2 weeks prior to the Council’s September 12, 2022 hearing; and
WHEREAS, the City Council accepted all manner of public testimony and written comment on the
proposal at the September 12, 2022 public hearing.
NOW THEREFORE, based on the foregoing Findings, the Tangent City Council Ordains as
follows:
Section 1: Repeal: Except for continued validity and applicability for those properties and cases
pending in Court or any other adjudicative forum for code violations, the Tangent Municipal Code
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Ordinance

Title 7 (Public Peace, Morals and Safety), Chapter 30 (Poultry Control Ordinance) of the Tangent
Municipal Code is hereby repealed in its entirety. The requirements of unamended TMC Chapter
7.30 (Poultry Control Ordinance) shall remain in place solely for purposes of enforcement actions
pending on the date of adoption of this 2022 Ordinance.
Section 2: Adoption and Amendment: Tangent Municipal Code Title 7 (Public Peace, Morals and
Safety) is hereby amended by the adoption of Exhibit A, attached hereto and incorporated herein
by this reference, as Chapter 30 (Livestock) to be applicable to all lands within the City of
Tangent.
Section 3. Implementation and Effective Date: The sanitation, public health safety and welfare
requirements of this amendment in Sections 7.30.010, 020, 050 and 060 shall take effect
immediately upon passage and adoption of this 2022 Ordinance. The animal limitation
requirements in Sections 7.30.040 and 050 shall have a delayed implementation and shall not take
effect until 60 days following passage and adoption of this 2022 Ordinance, at which point it shall
be fully effective and enforceable.
Section 4. Severability: If any portion, provision, section or subsection of this ordinance is found to be
invalid or unenforceable for any reason, such finding shall not affect the validity or enforceability of
any other provision, section or subsection of the ordinance.
Passed and Adopted on ______________, 2022.
AYES:
NAYS:
ABSTAIN:
ABSENT:

Loel Trulove, Mayor

Attest:

Joe Samaniego, City Manager
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Ordinance

EXHIBIT A
Chapter 7.30 - Keeping Livestock
Sections:
7.30.010
7.30.020
7.30.030
7.30.040
7.30.050
7.30.060

Purpose and Applicability
Owner Responsibilities
Backyard Livestock
Large Livestock
Livestock Facility Standards
Violation and Penalty

7.30.010 Purpose and Applicability.
A. The purpose of this chapter is to prevent or curtail nuisance impacts of maintaining livestock
in urban areas on urban sized lots by limiting the kinds and numbers of animals to a level
appropriate for an urban area such as Tangent. The most stringent limitations apply in the
most urban zones with the smallest lot sizes.
B. Ownership and maintenance of livestock is a Farm Use. Livestock as defined in this
chapter, are allowed on every property in the City of Tangent located within the Urban
Growth Boundary as prescribed in this chapter, so long as Farm Uses are allowed in the
zone corresponding to the property. If Farm Uses are not listed as an allowed use in a
property’s zone, all livestock regulated in this chapter are prohibited on that property. The
livestock number restrictions in Sections 7.30.030 and 040 apply only within the City’s Urban
Growth Boundary (UGB) and do not apply to portions of the City outside of the UGB. All
other sections of this Chapter (Sections 7.30.010, 020, 050 and 060) apply to all areas of
the City, including those outside of Tangent’s Urban Growth Boundary.
7.30.020 Owner Responsibilities. The owner(s) of property where livestock are kept and the
users/operators of those properties (collectively “livestock keepers”) are jointly and severally
responsible for compliance with the requirements of this chapter and are liable for any violations
of it.
A. Requirements and best practice recommendations. All livestock keepers must meet the
provisions of this chapter and comply fully with the nuisance prohibitions and requirements
set forth in Title 7 and all applicable land use requirements in Title 4.
B. Nuisance complaints. The keeping of livestock shall not create a nuisance or disturb
neighboring residents due to noise, odor, contaminated runoff, trespassing animals, damage
or threats to public health. Livestock keepers are required to respond immediately to
eliminate or remediate nuisance complaints, including but not limited to: waste removal and
general clean-up, capture of escaped animals, noise, and upkeep of the livestock facility,
feeding or watering practices that could attract rats.
C. Contagious diseases. A livestock keeper shall contact a licensed veterinarian to examine
any animal believed to have a disease contagious to animals (e.g., bird flu, mange, eczema)
or humans (e.g., ringworm, hepatitis, rabies). The animal in question shall be confined in a
secure enclosure until it is declared free of the disease by a licensed veterinarian.
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Livestock Regulations

D. Keep livestock on the property. Livestock keepers are responsible for keeping all of their
animals on their property and shall not allow them to trespass onto the public right-of-way,
other public property or private property.
7.30.030 Backyard Livestock.
A. Chickens and other domestic fowl.
1. A maximum total of 6 domestic fowl may be kept on any lot where Farm Uses are
allowed. This includes chickens, ducks, pigeons and/or other similarly sized domestic
fowl but no roosters, guinea fowl or pea fowl. A maximum total of 12 domestic fowl may
be kept on any lot that is 20,000 square feet in size or larger where Farm Uses are
allowed, but no roosters. In addition to these numbers, up to 4 small domestic fowl
under 12 weeks of age are allowed.
2. A maximum of 6 geese, turkeys, peacocks, emus and/or other larger domestic fowl that
have a tendency to be loud and/or aggressive, may be kept on lots 20,000 square feet or
greater where Farm Uses are allowed, or that have an approved conditional use.
3. It is unlawful to have or keep roosters anywhere in the City except for agricultural
purposes on lots zoned for Exclusive Farm Use (EFU).
B. Rabbits. A maximum of 4 rabbits may be kept on any lot where Farm Uses are allowed. Up
to 12 rabbits may be kept on lots 20,000 square feet and greater where Farm Uses are
allowed. These numbers do not include rabbits under 12 weeks of age that are the offspring
of a resident female rabbit.
C. Miniature goats and miniature sheep. Miniature goats and miniature sheep are varieties that
do not exceed 100 pounds adult weight. Goats and sheep larger than 100 pounds adult
weight are subject to the limitations in Section 7.30.040.
1. A maximum of 3 miniature goats and/or miniature sheep may be kept on any lot where
Farm Uses are allowed. Up to 5 miniature goats and/or miniature sheep may be kept
on lots 20,000 square feet and greater where Farm Uses are allowed. Nursing offspring
that exceed the number allowed may be kept until weaned, but no longer than 12 weeks
from birth.
2. Upon request from the City Manager, animal keepers must produce documentation that
their animal is a recognized miniature breed and weights no more than 100 lbs.
D. Miniature pigs. Miniature pigs are commonly referred to as Miniature Vietnamese, Chinese
or Asian Potbelly pigs (sus scrofa vittatus) and grow to an adult weight no greater than 150
pounds and a maximum height of 22 inches at the shoulder.
1. Up to 2 miniature pigs may be kept on any lot where Farm Uses are allowed.
2. Upon request from the City Manager, animal keepers must produce documentation that
their animal is a recognized miniature breed and weights no more than 150 lbs.
3. With the exception of Subsection 7.30.030(D)(1), it is unlawful to have or keep any live
pigs or swine for a period longer than 3 days.
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Livestock Regulations

7.30.040 Larger Livestock. Large Livestock (full-sized horses, cows, llamas) and smaller
livestock (goats, sheep, ponies and miniature horses) are allowed only on lots where Farm Uses
are allowed.
A. A maximum of 2 smaller sized livestock are allowed on lots 20,000 square feet or greater
where Farm Uses are allowed. One additional animal is allowed for each 10,000 square
feet above 20,000 square feet.
B. A maximum 5 full-sized large livestock animals are allowed on lots 2 acres or greater that
allow farm uses.
7.30.050 Livestock Facility Standards
A. Required area dedicated to livestock.
1. Chickens and other domestic fowl. Each fowl over 12 weeks of age must be provided a
minimum of 10 square feet of usable shelter or pen area.
2. Rabbits. Each animal over the age of 12 weeks must be provided a minimum of 4
square feet of usable shelter or pen area. A doe and her litter must be provided at least
7.5 square feet of shelter or pen area.
3. Miniature goats, sheep and pigs. Each of these animals, other than their young under
the age of 12 weeks, must be provided a minimum of 200 square feet of usable shelter
or pen area.
4. Miniature horses and standard size goats and sheep. Each of these animals, other than
their young under the age of 6 months, must be provided a minimum of 10,000 square
feet of usable shelter or pen area.
5. Cows, horses and similar large livestock. Each of these animals, other than their young
under the age of 6 months, must be provided a minimum of 25,000 square feet of usable
shelter or pen area.
B. General standards. The following standards must be met to ensure the livestock facility is in
good repair, capable of being maintained in a clean and sanitary condition, free of vermin,
disease, and obnoxious smells.
1. The health or well-being of the animal must not in any way be endangered by the manner
of keeping or confinement;
2. The livestock facility must be adequately lighted and ventilated;
3. A replaceable ground cover, appropriate to the type of animal being kept, must be used
to reduce smells and flies; and
4. All food and any materials that attract vectors must be stored in vector-proof containers.
C. Secure enclosure.
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Livestock Regulations

1. Livestock facilities must be designed and maintained to confine the livestock. Under the
livestock keeper’s supervision livestock may be allowed outside of the livestock facility
but must stay on the property it is being kept. Livestock may never be allowed to roam
at large.
2. On lots with more than one residential unit, livestock must be confined to the livestock
facility at all times.
3. Adequate safeguards must be made to prevent unauthorized access to the animals by
general members of the public.
D. Health and Sanitation. The keeping or raising of livestock must not create an unsanitary
condition resulting in a nuisance as may be determined by the City Council or County Health
Department. No livestock keeper shall create or maintain a nuisance by allowing or
permitting unusual or excessive:
1. Noise in violation of TMC 7.20.050(2)
2. Accumulation of manure
3. Presence of flies
4. Presence of rats or other rodents
5. Production of odors that can be smelled from any near-by property
6. Accumulation or release off-site of surface water without adequate sanitary drainage in or
about any barn, stable, roofed structure, corral, or fenced area.
E. Setbacks.
1. Structures in a livestock facility must be located no less than 3 feet from side and rear
property lines and at least 10 feet from the front property line. Setbacks shall be greater
if so required by the underlying zone.
2. On lots with more than one residential unit, livestock areas must be located at least 15
feet from the walls of all residential units and any outdoor spaces used for activities such
as, but not limited to, seating, playgrounds and recreational fields.
F. Other development standards. All development and construction associated with a livestock
facility shall comply with all applicable building and development code requirements and
shall be consistent with any applicable development permit of land use approval.
7.30.060 Violation and Penalty. Violation of any provision of this chapter shall constitute a
nuisance to be prosecuted as a civil infraction under TMC Chapter 2.15 (Civil Enforcement) and
shall be punishable upon conviction by a fine of not more than $500. Each day that any such
violation exists shall constitute a separate violation of this chapter and susceptible of a separate
citation and fine.
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New Business 2
Finance Director Recruitment Update –
Discussion – Consensus

Finance Director Recruitment Update – Discussion
Our first round of advertising for the position only produced one applicant. We reposted
for another four weeks, expiring September 16. If no additional or less than two more
applicants apply, we will look at reposing with an October 21 review date.
We want to be in a position to approve in this meeting or October’s meeting options to
increase the pool of applicants. Such options include:
•
•
•
•

Hire a consultant to market and recruit the position.
Signing bonus.
Four 10-hour work day schedule.
Other suggestions.

Depending on the council decision, some items can be implemented as procedural, and
some would need a further motion and vote in October.

New Business 3
Polimorphic Software Database
Automation – Discussion – Motion

Constituent Relationship Management

Beneﬁts to Your Community
1.

Accountability
Internal and external

2.

Transparency & Trust
Between you and your constituents and across
departments

3.

Efﬁciency
In processes, communications, and
ﬁnancial management

Improved experience for the public, businesses,
and those who serve them…
+

Focus on the most important tasks by automating process & workﬂows

+

Gain a holistic understanding of your constituency — who they are, what they
need, and how best to serve them

+

Adopt a data-driven approach to leading, serving, and building your
community’s future

+

Getting more done, faster and efﬁciently, with less staff level of effort

+

Improve the constituent experience — adopting fully integrated constituent
services technology

Comprehensive Constituent Proﬁles & Engagement
Efﬁcient, Accountable, & Transparent
✓ Fully integrated communications with the public
○ Via email, text, written, and voice
✓ Transparent process for the public; structured process for
employees
✓ Internal accountability to ensure timeliness and a
customer-focused approach
✓ Complete integration of constituent data, allowing an
immersive understanding of your community

Constituent Proﬁle
View constituent-speciﬁc information

Inbox View
See open communications and team activity

Mobile Friendly
Polimorphic is cross-browser compatible and mobile friendly

Process Management
Efﬁcient, Accountable, & Transparent

Payments and Financial Management Integration
Seamless, Reliable, Secure
✓ Seamless, reliable, and secure constituent
payment experience
✓ Transparent fee and billing visibility and status
✓ Integrations with ﬁnancial management software
✓ One-click checkout and uniﬁed log in experience
for constituents

Payments as Part of Processes
Add payments blocks to a process to ensure compliance

PCI Level 1 Compliance and NACHA Compliance
State of the art security, only municipal payments vendor with instant bank veriﬁcation

Payments Integrated into constituent records
Receive a global view of every constituent payment

Dashboard and Analytics
Clear statistics and viewing of breakdowns off different payment types

Workforce & Service Management
Data-Driven, Embedded, Proactive
✓ Fully integrated, multi-view (satellite, 3D, street
view) geolocation capable
✓ Targeted and mass communication capabilities
✓ Data-driven approach to ﬁnancial management
and budgeting
✓ Real-time dashboard for holistic view of city
services and constituent issues

Workforce & Service Management
Data-Driven, Embedded, Proactive

Efﬁciency

Trust

Transparency

Polimorphic empowers community leaders to shape their future
Signiﬁcant aspects of life are evolving - how we travel, when and where we work, and
what technologies we use to manage our lives and businesses.
Communities must evolve to support a more engaged, digitally-capable, and
digitally-expectant society.
To plan for the future, community leaders need to accurately and comprehensively
understand who they serve and how - and do it in an efﬁcient, timely, and transparent
manner.

Polimorphic Case Studies
Use Case Examples from Some of Our Clients

St. Albans Town, Vermont
Zoning Processes, Online Payments, and CRM

St. Albans Town, VT
All Zoning Processes are managed in Polimorphic (link)
●

Polimorphic provides a simple application page that can
be embedded into the website

●

Polimorphic provides a status page where constituents
can track the status of their application

●

Every applicant interaction is tracked in our powerful
CRM and provides a holistic view of the municipality’s
residents

St. Albans Town, VT
Payments are collected seamlessly in Polimorphic (link)
●

Polimorphic provides a simple payment page that can be
linked or embedded in the website

●

Polimorphic provides card payments and Google/Apple
pay

●

We are the only payments provider for government with
NACHA compliant instant bank veriﬁcation to provide
constituents both a secure AND seamless payment
experience

Wiggins, Colorado
Public Works, Community Development

Wiggins, CO
Wiggins manages utility processes like bulk water meter
applications and code compliance with Polimorphic
●

Wiggins was able to share transparency on the process
before people applied, helping applicants understand
timelines and steps involved better

●

Intuitive tracking of requests, integration with CRM
through tags, and reminders for upcoming tasks

●

Allows for collaboration between Public Works, Utility,
and Police departments breaking down information silos

Berlin, Vermont
Town Administrator’s Ofﬁce and Treasurer

Berlin, VT
Berlin collects analytics on constituent inquiries
●

Berlin is able to in real time breakdown incoming request
volume by email, phone call, in-person visits, etc.

●

Berlin is able to see the breakdown by issues

●

Data informs decision making for the administrator

Berlin, VT
Berlin has record keeping for every process they manage in
Polimorphic
●

Berlin can see completed and in progress applications

●

Berlin has data on how long steps take to complete and
can view improvements in their processing speed over
time

Berlin, VT
Berlin offers residents the ability to pay for property taxes
and utilities through Polimorphic
●

A seamless checkout experience enhances the
constituent digital services experience

●

Flexible payment options include credit/debit card,
Google Pay, and ACH / eCheck

Bridgewater, Virginia
Parks and Recreation

Bridgewater, VA
Bridgewater can easily create and update their zoning and
parks and rec applications
●

Live updates reﬂected on the application form visible to
residents

●

Collect ﬁllable forms and documents, receive payments,
and have internal review steps

Holyoke, Massachusetts
Dog Licenses and CRM

Holyoke, MA
Holyoke residents apply for licenses, including dog tags,
through Polimorphic
●

Resident will be led to an application with different steps
depending on whether their dog is sprayed or neutered

●

Holyoke staff can track each step of the application
internally and easily reconcile payments with their ERP
software provider

POLIMORPHIC SYSTEMS
MASTER SUBSCRIPTION AGREEMENT
This Master Subscription Agreement (“Agreement”) is made as of August 17, 2022 (the “Effective Date”), by and
between Polimorphic, Inc. with a principal place of business at 555 Florida Street, San Francisco, 94110
(“Polimorphic”), and The City of Tangent (“Subscriber”), with a principal place of business at 32166 Old Oak
Drive Tangent, OR 97389.
Polimorphic has developed certain technology, as further described below, designed to assist municipalities and
townships by managing constituent relations, tracking government processes, and enabling digital payments.
Subscriber desires to subscribe to the Polimorphic Service and Polimorphic desires to provide access to the
Polimorphic Platform and provide the Polimorphic Service to Subscriber.
This Agreement sets forth the terms and conditions under which Polimorphic will provide the Polimorphic Service
(as defined below). Subscriber’s access to and use of the Polimorphic Service is governed solely by the terms of this
Agreement which supersedes the terms of any other prior writing or understanding between the parties.
THE PARTIES HAVE READ AND AGREE TO BE BOUND BY THE TERMS AND CONDITIONS OF THIS
AGREEMENT, INCLUDING THOSE TERMS CONTAINED ON THE FOLLOWING PAGES.
The parties have caused this Agreement to be effective as of the Effective Date set forth above.
Polimorphic, Inc.

Subscriber

Name: Parth Shah

Name: Joe Samaniego

Title: Chief Executive Officer

Title: City Manager

Date: August 17, 2022

Date: August 17, 2022
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TERMS AND CONDITIONS
1.

integration, implementation, connection and/or
onboarding of any Connected Account. For
clarity, Integration Tools do not include
Connected Accounts or any confidential
information of Subscriber.

DEFINITIONS. As used in this Agreement:
1.1.
“Confidential Information” means all
information regarding a party’s business,
including, without limitation, technical,
marketing, financial, employee, planning, and
other confidential or proprietary information,
disclosed under this Agreement, that is clearly
identified as confidential or proprietary at the
time of disclosure or that the receiving party
knew or should have known, under the
circumstances, was considered confidential or
proprietary. Subscriber Data is the Confidential
Information of Subscriber.
Confidential
Information of Polimorphic includes
information derived from or concerning the
Polimorphic Service, the Polimorphic Platform,
the Documentation and the terms of this
Agreement.

1.9.
“Order Form” means any order form
for Polimorphic Service executed by both
parties that references this Agreement. The
initial Order Form is attached hereto as Exhibit
A.
1.10.
“Performance Data” means any log
files, metadata, telemetry data and other
technical performance data automatically
generated by the Service relating to the use,
performance, efficacy, reliability and/or
accuracy of the Polimorphic Service, which
does not contain any personally identifiable
information or Subscriber Data or
Constituent Data.

1.2.
“Connected Account” means any
third-party platform connected to, or integrated
with, the Polimorphic Service by or on behalf
of Subscriber.

1.11.
“Professional Services” means any
integration, onboarding or other professional
services that may be performed by Polimorphic
hereunder.

1.3.
“Connected Account Data” means any
data collected from, or provided by, any
Connected Account.

1.12.
“Polimorphic Platform” means the
technology, including AI and machine learning
algorithms, used by Polimorphic to deliver the
Polimorphic Service to Subscriber.

1.4.
“Constituent” means any nongovernmental natural person or entity that
resides within or interacts with the municipality,
city, township or village that Subscriber
represents.

1.13.
“Polimorphic Service” means the online service delivered by Polimorphic to
Subscriber using the Polimorphic Platform as
described in the Order Form.

1.5.
“Constituent Data” means any
information uploaded or transmitted to the
Polimorphic Service by a Constituent.

1.14.
“Statement of Work” means any
mutually agreed upon work order or statement
of work that specifies the Professional Services
to be made available by Polimorphic hereunder.

1.6.
“Documentation” means any user
manuals, handbooks, and online materials
provided by Polimorphic to Subscriber that
describe the features, functionality, or operation
of the Polimorphic Platform.
1.7.
“Go-Live Date” means the earlier of
the date any onboarding and integration
services to be performed hereunder, as set forth
in a mutually agreed upon Statement of Work,
are completed in all material respects, or the
parties mutually agree in writing (email
acceptable) that the Polimorphic Service is
2.
ready for production use by Subscriber.

1.15.
“Subscriber Data” means Connected
Account Data, and any other data uploaded or
transmitted to the Polimorphic Service by
Subscriber. Subscriber Data does not include
Constituent Data.
1.16.
“ U s e r s ” m e a n s S u b s c r i b e r ’s
employees, representatives, consultants,
contractors, or agents authorized by Subscriber
to access the Polimorphic Service for which
applicable fees have been paid.
POLIMORPHIC SERVICE.
2.1.
Subscription to the Polimorphic
Service. Subject to the terms and conditions of
this Agreement, commencing as of the Go-Live
Date, Polimorphic hereby grants to Subscriber a
non-sublicensable, non-transferable (except as
provided in Section 12), non-exclusive
subscription to access and use the Polimorphic

1.8.
“Integration Tools” means any coding,
programming or design techniques,
architecture, methodology, APIs, functions,
software code, applications, scripts, templates,
knowledge, experience, and know how
developed by Polimorphic in the performance
of any Professional Services related to the
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Service by solely for Subscriber’s internal 3.
business purposes.
2.2
Support. Subject to the terms of this
Agreement, Polimorphic shall use commercially
reasonable efforts to (a) maintain the security of the
Polimorphic Service; and (b) provide 9am – 5pm (EST)
email support, excluding federal holidays.

ONBOARDING AND CONNECTED ACCOUNTS.
3.1.
Connected Accounts. In order to
access many of the features and functions of the
Polimorphic, Service, Subscriber will need to
link its Connected Accounts to the Polimorphic
Service. By granting Polimorphic access to any
Connected Account, (i) Subscriber represents
and warrants that it is entitled to disclose any
log-in information provided by Subscriber in
connection therewith and/or to grant
Polimorphic access to such Connected
Accounts, (ii) Subscriber represents and
warrants that it is in good standing with respect
to such Connected Accounts, and (iii)
Subscriber acknowledges that Polimorphic may
access Connected Account Data so that it may
be used in accordance with the terms of this
Agreement. Subscriber further acknowledges
and agrees that each Connected Account,
including access to and use thereof and uptimes
related thereto, is solely determined by the
applicable provider of the relevant Connected
Account. Polimorphic will have no liability for
any unavailability of any Connected Account,
or any third-party provider’s decision to
discontinue, suspend or terminate any
Connected Account.
3.2.
Integrating Connected Accounts.
Subscriber acknowledges and agrees that in
order to properly onboard to the Polimorphic
Service and make full use of features and
functions of the Polimorphic Service,
Subscriber will need to integrate or connect to
Connected Accounts with the Polimorphic
Service. The Polimorphic Platform has certain
prebuilt integrations readily available. In the
event any integrations are required to be
developed, Polimorphic may create such
integrations in accordance with the terms set
forth in Exhibit B and any mutually agreed
upon Statement of Work.
3.3.
Professional Services. Polimorphic
will use commercially reasonable efforts to
provide the Professional Services, as may be set
forth in a Statement of Work from time to time.
Polimorphic will perform the Professional
Services in accordance with the terms set forth
in Exhibit B. In the event of any conflict
between the terms of this Agreement and any
Statement of Work, the terms of this Agreement
will control, unless the terms of the Statement
of Work specifically identify those section(s) of
this Agreement to be superseded by the
Statement of Work, in which case the Statement
of Work will control solely with respect to such
section(s).

4.

2

SUBSCRIBER’S USE
SERVICE.

OF THE

POLIMORPHIC
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4.1.
Access and Security Guidelines. 6.
Each User will be provided access to and use of
the Polimorphic Service through confidential
account credentials.
Subscriber will be
responsible for all uses of its account, except to
the extent caused by Polimorphic’s negligence.
Subscriber will promptly notify Polimorphic of
any unauthorized use or access to its account.
User seats may not be shared amongst other
Users.
4.2.
Restrictions. Subscriber will not, and
will not knowingly permit any User or other
party to: (a) reverse engineer, disassemble or
decompile any component of the Polimorphic
Platform; (b) interfere in any manner with the
operation of the Polimorphic Service, or the
Polimorphic Platform or the hardware and
network used to operate the Polimorphic
Service; (c) sublicense any of Subscriber’s
rights under this Agreement, or otherwise use
the Polimorphic Service for the benefit of a
third party or to operate a service bureau; (d)
modify, copy or make derivative works based
on any part of the Polimorphic Platform; or (e)
otherwise use the Polimorphic Service in any
manner that exceeds the scope of use permitted
under Section 2.1.
5.

F EES , P AYMENT AND S USPENSION OF
SERVICES. Subscriber will pay Polimorphic the 7.
fees for the Polimorphic Service as set forth on
the applicable Order Form (“Fees”). All Fees
owed by Subscriber in connection with this
Agreement are exclusive of, and Subscriber
shall pay, all sales, use, excise and other taxes
and applicable export and import fees, customs
duties and similar charges that may be levied
upon Subscriber in connection with this
Agreement, except for employment taxes and
taxes based on Polimorphic’s income.
Polimorphic reserves the right (in addition to
any other rights or remedies Polimorphic may
have) to discontinue the Polimorphic Service
and suspend Subscriber’s access to the
Polimorphic Service if any Fees set forth in the
applicable Order Form are more than thirty (30)
days overdue until such amounts are paid in
full.
Subscriber shall maintain complete,
accurate and up-to-date Subscriber billing and
contact information.

CONFIDENTIAL INFORMATION. The receiving
party agrees that it will not use or disclose to
any third party any Confidential Information of
the disclosing party, except as expressly
permitted under this Agreement. The receiving
party will limit access to the Confidential
Information to those who have a need to know
such information to use or provide the
Polimorphic Service. The receiving party will
protect the disclosing party’s Confidential
Information from unauthorized use, access, or
disclosure in a reasonable manner.
Upon
termination of this Agreement, the receiving
party will return to the disclosing party or
destroy all copies of the Confidential
Information.
The restrictions on use and
disclosure of Confidential Information set forth
above will not apply to any Confidential
Information which (a) is or becomes a part of
the public domain through no act or omission of
the receiving party, (b) was in the receiving
party’s lawful possession prior to the disclosure,
as shown by the receiving party’s competent
written records, or (c) is independently
developed by the receiving party. The receiving
party may disclose Confidential Information to
the extent that such disclosure is required by
law or by the order of a court or similar judicial
or administrative body.
OWNERSHIP AND DATA.
7.1.
Polimorphic Platform and
Technology.
Subscriber acknowledges that
Polimorphic retains all right, title and interest in
and to the Polimorphic Platform, Integration
Tools and all software and all Polimorphic
proprietary information and technology used by
Polimorphic or provided to Subscriber in
connection with the Polimorphic Service (the
“Polimorphic Technology”), and that the
Polimorphic Technology is protected by
intellectual property rights owned by or
licensed to Polimorphic.
Other than as
expressly set forth in this Agreement, no license
or other rights in the Polimorphic Technology
are granted to the Subscriber.
Subscriber
hereby grants Polimorphic a royalty-free,
worldwide, transferable, sublicensable,
irrevocable, perpetual license to use or
incorporate into the Polimorphic Service any
suggestions, enhancement requests,
recommendations or other feedback provided
by Subscriber, including Users, relating to the
Polimorphic Service. Polimorphic shall not
identify Subscriber as the source of any such
feedback.
7.2.
Subscriber Data. Subscriber retains
all right, title and interest in and to the
Subscriber Data. Subscriber hereby grants to
Polimorphic a non-exclusive, worldwide,
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royalty-free and fully paid-up license to: (a)
access and use Subscriber Data to provide the
Polimorphic Services to Subscriber; and (b) use
Subscriber Data on an aggregated and
anonymized basis to improve the Polimorphic
Services; provided, that, the license grant in
subpart (b) shall be perpetual and irrevocable.
Subscriber represents and warrants that it has
all necessary rights to grant Polimorphic the
foregoing licenses.

Order Term, will be based on the total number
of Constituents who are natural persons within
Subscriber’s municipality, city, township or
village at the commencement of the thencurrent term. The number of Constituents will
be determined by Polimorphic, and Polimorphic
will provide notice to Subscriber thereof, no
less than sixty (60) days prior to the
commencement of any Renewal Order Term
using publicly available U.S. Census Bureau
data available at http://census.gov/data.html.

7.3.
Constituent Data. Subscriber
acknowledges that Polimorphic’s collection, use
and disclosure of
Constituent Data is and
shall be governed by Polimorphic’s privacy
policy available at:
https://
www.polimorphic.com/privacy-policy, as may
be updated by Polimorphic from time to time.
7.4.
Data Security. Polimorphic currently
utilizes Amazon Web Services, a reputable
hosting services provider, to store all Subscriber
Data; provided, that, Polimorphic may utilize
other hosting service providers of similar
repute, such GCP or Microsoft Azure. In the
event Polimorphic becomes aware of any loss
or unauthorized access, disclosure or use of any
Subscriber Data (“Security Breach”),
Polimorphic will (i) promptly notify Subscriber
in writing of such Security Breach, and (ii) take
reasonable steps to identify the cause of such
Security Breach, minimize the harm associated 9.
therewith and prevent reoccurrence thereof.
Any notification of any Security Breach will
describe, to the extent known, details of the
Security Breach, including steps taken to
mitigate the potential risks.
7.5.
Performance Data. Polimorphic
retains all right, title and interest in and to the
Performance Data, and may use Performance
Data for any lawful purpose.
8.

TERM AND TERMINATION.
8.1.
Term. The term of this Agreement
will commence on the Effective Date and
continue until all Order Forms have expired,
unless terminated earlier in accordance with the
terms of this Agreement (the “Term”). Unless
otherwise set forth in an Order Form, each
Order Form will have an initial term of one (1)
year (the “Initial Order Term”), and will
automatically renew for successive one (1) year
terms (each, a “Renewal Order Term” and
collectively with the Initial Order Term, the
“Order Term”), unless either party provides no
less than thirty (30) days written notice of its
intent to terminate the Order prior to the end of
the then-current term. Unless otherwise stated
in the Order Form, the pricing for the Initial
Order Term and each subsequent Renewal

8.2.
Termination.
Either party may
terminate this Agreement upon written notice if
the other party materially breaches the
Agreement and does not cure such breach (if
curable) within thirty (30) days after written
notice of such breach. Upon the expiration or
termination of this Agreement for any reason,
(a) any amounts owed to Polimorphic under this
Agreement will become immediately due and
payable; and (b) each party will return to the
other all property (including any Confidential
Information) of the other party. Polimorphic
agrees that upon expiration or termination of
this Agreement, Polimorphic will remove all
Subscriber Data from the Polimorphic Platform
and all Subscriber access to the Polimorphic
Service will cease. Sections 1, 5, 6, 7, 8.2, 9.2,
9.3, 10-12 will survive the termination of this
Agreement.
WARRANTY; DISCLAIMER.
9.1.
Limited Warranty. During the Term,
Polimorphic warrants that the Polimorphic
Service, when used as permitted by
Polimorphic and in accordance with the
Documentation, will operate as described in the
Documentation in all material respects.
If
Subscriber notifies Polimorphic of any breach
of the foregoing warranty, Polimorphic shall, as
Subscriber’s sole and exclusive remedy, provide
use commercially reasonable efforts to repair
and fix the non-conforming service.
Disclaimer. EXCEPT AS EXPRESSLY
PROVIDED IN S ECTION 9.1, AND TO THE
MAXIMUM EXTENT PERMITTED BY APPLICABLE
L AW : ( A ) T H E P O L I M O R P H I C S E RV I C E ,
POLIMORPHIC PLATFORM AND DOCUMENTATION
ARE PROVIDED “AS IS” AND “AS AVAILABLE”
AND (B) POLIMORPHIC AND ITS SUPPLIERS
MAKE NO OTHER WARRANTIES, EXPRESS OR
IMPLIED, BY OPERATION OF LAW OR OTHERWISE,
INCLUDING, WITHOUT LIMITATION, ANY IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE.
9.2.

9.3.
CONNECTED ACCOUNTS. Subscriber
acknowledges that Polimorphic has no control
over, or other ability or obligation with respect
to the maintenance, upkeep, status or support of
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any Connected Accounts or other component
thereof, including the accuracy, timeliness,
reliability, or completeness of any Connected
Account Data.
Subscriber further
acknowledges that, as a result, Polimorphic will
not be for any inaccuracies, losses or other
liabilities arising from or related to any
notifications, results, records or other outputs
created or provided by the Polimorphic Service
(collectively, “Outputs”) that are based on the
Connected Account Data.
Accordingly,
Polimorphic makes no representations or
warranties with respect to the accuracy,
timeliness, reliability or completeness of any
Outputs. Polimorphic will have no liability with
respect to any Outputs, any acts, omissions,
reliance, delays, errors or other liabilities
arising from or related to any Outputs, or any
downtime, unavailability, inaccuracies or
failures of any Connected Accounts.
Subscriber represents and warrants that it has
all necessary rights and authority to disclose
any account credentials and passwords provided
by Subscriber to Polimorphic related to any
Connected Accounts, and that Polimorphic’s 11.
access to and use of any Connected Accounts
will not require Polimorphic to pay any
amounts to any third party.
10.

INDEMNITY.
10.1.
By Polimorphic.
If any action is
instituted by a third party against Subscriber
based upon a claim that the Polimorphic
Service or Polimorphic Platform, as delivered,
infringes any third party’s intellectual property
rights, Polimorphic shall defend such action at
its own expense on behalf of Subscriber and
shall pay all damages attributable to such claim
which are finally awarded against Subscriber or
paid in settlement. If the Polimorphic Service
or Polimorphic Platform is enjoined or, in
Polimorphic’s determination is likely to be
enjoined, Polimorphic shall, at its option and
expense (a) procure for Subscriber the right to
continue using the Polimorphic Service, (b)
replace or modify the Polimorphic Platform or
Polimorphic Service so that it is no longer
infringing but continues to provide comparable
functionality, or (c) terminate this Agreement
and Subscriber’s access to the Polimorphic
Service and refund any amounts previously paid
for the Polimorphic Service attributable to the
remainder of the then-current term.
This
Section sets forth the entire obligation of
Polimorphic and the exclusive remedy of
Subscriber against Polimorphic for any claim
that the Polimorphic Service infringes a third
party’s intellectual property rights.

12.

Polimorphic relating to (a) any claims or
disputes between Subscriber and any provider
of any Connected Account or any Constituent,
(b) Subscriber’s breach or alleged breach of
Section 2.1, or (c) Subscriber’s use of the
Polimorphic Services in violation of any
applicable laws, rules or regulations, Subscriber
will defend such action at its own expense on
behalf of Polimorphic and shall pay all damages
attributable to such claim which are finally
awarded against Polimorphic or paid in
settlement of such claim. This subsection states
the sole and exclusive remedy of Polimorphic
and the entire liability of Subscriber for the
claims and actions described herein.
10.3.
Procedure. Any party that is seeking
to be indemnified under the provision of this
Section 10 must (a) promptly notify the other
party (the “Indemnifying Party”) of any thirdparty claim, suit, or action for which it is
seeking an indemnity hereunder (a “Claim”),
and (b) give the Indemnifying Party the sole
control over the defense of such Claim.
LIMITATION

OF LIABILITY. TO THE EXTENT
PERMITTED BY LAW, IN NO EVENT SHALL
POLIMORPHIC OR SUBSCRIBER BE LIABLE FOR
SPECIAL , INCIDENTAL , CONSEQUENTIAL OR
PUNITIVE DAMAGES OR LOST PROFITS IN ANY
WAY RELATING TO THIS AGREEMENT. IN NO
EVENT SHALL POLIMORPHIC’ OR SUBSCRIBER’S
AGGREGATE, CUMULATIVE LIABILITY IN ANY
WAY RELATING TO THIS AGREEMENT EXCEED
THE AMOUNT OF FEES ACTUALLY RECEIVED BY
POLIMORPHIC FROM SUBSCRIBER PURSUANT TO
THE APPLICABLE ORDER FORM OR STATEMENT
OF WORK DURING THE TWELVE (12) MONTHS
PRECEDING THE CLAIM.
THE FOREGOING
LIMITATIONS SHALL NOT APPLY TO PAYMENT
AND INDEMNITY OBLIGATIONS.
THE PARTIES
WOULD NOT HAVE ENTERED INTO THIS
AGREEMENT BUT FOR SUCH LIMITATIONS.

GENERAL PROVISIONS.

Polimorphic may use Subscriber’s name and logo on
Polimorphic’ website and identify Subscriber as a
Subscriber of Polimorphic. Neither party may assign
any rights or obligations arising under this Agreement,
without the prior written consent of the other; except that
either party may assign this Agreement without consent
of the other party in connection with a merger,
acquisition, corporate reorganization, or sale of all or
substantially all of its assets. Any attempted assignment
or transfer in violation of the foregoing will be null and
void.
Subscriber agrees that Polimorphic may
subcontract certain aspects of the Polimorphic Service to
qualified third parties, provided that any such
subcontracting arrangement will not relieve Polimorphic
10.2.
By Subscriber. Solely to the extent of any of its obligations hereunder. This Agreement will
permitted under applicable California law, if be governed by and construed in accordance with the
any action is instituted by a third party against laws of the State of California, without regard to its
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conflicts of laws principles. Any notice under this
Agreement must be given in writing to the other party at
the address set forth above. Notices will be deemed to
have been given upon receipt (or when delivery is
refused) and may be (a) delivered personally, or (b) sent
by recognized courier service. This Agreement and the
exhibits attached hereto (as modified by the parties from
time to time) is the entire understanding and agreement
of the parties, and supersedes any and all previous and
contemporaneous understandings. Only a writing signed
by both parties may modify it. In the event that any
provision of this Agreement is held to be invalid or
unenforceable, the valid or enforceable portion thereof
and the remaining provisions of this Agreement will
remain in full force and effect. Any waiver or failure to
enforce any provision of this Agreement on one occasion
will not be deemed a waiver of any other provision or of
such provision on any other occasion. All waivers must
be in writing. The parties to this Agreement are
independent contractors, and no agency, partnership,
franchise, joint venture or employee-employer
relationship is intended or created by this Agreement.
This Agreement may be executed in counterparts, which
taken together shall form one legal instrument.
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EXHIBIT A
POLIMORPHIC ORDER FORM

This Polimorphic Order Form (the “Order Form”) is by and between Polimorphic., a Delaware corporation, (“Polimorphic”)
and the entity listed as Subscriber below (“Subscriber”). This Order Form is governed by the Master Subscription Agreement
between Polimorphic and Subscriber and into which this Order Form is incorporated by reference (collectively, the
“Agreement”). Polimorphic and Customer, collectively the “Parties”, cause this Order Form to be executed by our authorized
representatives as of the Effective Date set forth below (“Effective Date”). In the event of any conflict between any provision in
this Order Form and any provision in the Agreement, the terms set forth in this Order Form will prevail to the extent of such
conflict, but solely with respect to this Order Form.

Subscriber Name:
City of Tangent

Subscriber Business Contact Name:
Joe Samaniego

Master Agreement Effective Date
August 17, 2022

Order Form Effective Date:
August 17, 2022
Total Term:
5 years

Street Address For Notice:
32166 Old Oak Drive
Tangent, OR 97389

Initial Order Term
First year. See pricing below.
Renewal Order Term
Pricing and renewal to match terms set forth in Section 8.1

Phone: 541-928-1020
email: jsamaniego@cityoftangent.org

Geographic Territory:
Northwest

Polimorphic Product
Polimorphic CRM

# of Constituents
1,394

@ Price
$ 1,394/yr.

Fees
$0

Installation Fees: Waived
Onboarding Fees: Waived

Additional Terms:
* This discounted pricing is provided through the Early Adopter Pricing Program, as solely defined by Polimorphic Inc. This
does not reflect pricing for other departments and/or municipalities. This offer is only active from August 17, 2022
through September 17, 2022.
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Polimorphic

Customer

By: Parth Shah

By: Joe Samaniego

Title: Chief Executive Officer

Title: City Manager

Date: August 17, 2022_________________________________

Date: August 17, 2022

Exhibit B
Professional Service Terms
SUBSCRIBER

POLIMORPHIC

Joe Samaniego, City Manager
[Authorized Individual and title]

Parth Shah, CEO
[Authorized Individual and title]

Signature

Signature

1.

Services. Polimorphic agrees to render professional services, including training, consulting and project
management, to Subscriber as set forth in the applicable Statement of Work. All Professional Services will
be provided remotely unless otherwise agreed in the applicable Statement of Work. If the Professional
Services are to be provided on Subscriber’s premises (a) Subscriber shall provide safe and adequate space,
power, network connections and other resources as required by Polimorphic, (b) Subscriber will provide
subject matter experts and other personnel as required, and (c) Polimorphic shall adhere to Subscriber’s
established written guidelines, which shall be provided to Polimorphic, concerning on-site visits by
contractors and the use of Subscriber’s computer equipment.

2.

Project Administration. The contact for Subscriber shall provide Polimorphic all assistance and guidance
necessary for the performance of the Professional Services. All Subscriber personnel assigned to provide
such assistance and guidance will have appropriate skills, training, education and knowledge necessary.

3.

Requirements. Subscriber will reasonably cooperate with Polimorphic in the performance of the
Professional Services. Such cooperation may include, (a) the provision of reasonable remote network
access to those Subscriber systems that utilize the Professional Services, and (b) making available suitably
trained personnel with sufficient knowledge of Subscriber’s systems and/or Connected Accounts, during
normal business hours. Subscriber will notify Polimorphic at least twenty four (24) hours in advance if any
scheduled meeting needs to be rescheduled.

4.

Change Orders. In the event either party desires to change the scope or duration of any Statement of
Work, the party desiring such change must submit a change proposal to the other party detailing the desired
changes to be made to the Professional Services (a “Change Proposal”). The receiving party will promptly
provide written acceptance or rejection of the Change Proposal. If such Change Proposal is accepted, the
parties will amend the applicable Statement of Work to include the terms of such Change Proposal.

5.

Compensation. Polimorphic shall be paid the fees set forth in the Statement of Work for time spent
performing the Professional Services. Subscriber shall also reimburse Polimorphic for reasonable travel,
lodging and meal expenses for Professional Services performed outside of Polimorphic’ site which
Polimorphic is required to incur in providing the Professional Services. Polimorphic shall provide
Subscriber with invoices detailing the consulting hours, fees and expense reimbursements due Polimorphic,
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and shall itemize and provide receipts for expenses over twenty five dollars upon request. Subscriber shall
be responsible for all taxes associated with the Professional Services and the payment of fees for the
Professional Services except taxes based on Polimorphic’ income.
6.

License to Polimorphic. Subscriber acknowledges that in order to perform the Professional Services,
Polimorphic may be required to have access to certain Subscriber software or other material of Subscriber
or Subscriber’s suppliers (“Subscriber Material”). Subscriber grants to Polimorphic the right to use
Subscriber’s software and other materials solely as required for Polimorphic’ performance of the
Professional Services hereunder.

7.

Limited Warranty. Polimorphic shall perform the Professional Services in a good and workmanlike
manner. Subscriber’s sole remedy and Polimorphic’ sole liability for a breach of the foregoing shall be for
Polimorphic to at its option either re-perform the Professional Services or refund sums paid for such
Professional Services. POLIMORPHIC HEREBY EXPRESSLY DISCLAIMS ANY AND ALL OTHER
WARRANTIES OF ANY KIND OR NATURE, WHETHER EXPRESS, IMPLIED OR STATUTORY,
RELATING TO THE PROFESSIONAL SERVICES PROVIDED HEREUNDER AND WORK
PRODUCT, INCLUDING WITHOUT LIMITATION THE IMPLIED WARRANTIES OF TITLE, NONINFRINGEMENT, MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
POLIMORPHIC DOES NOT WARRANT OR REPRESENT THAT THE WORK PRODUCT WILL BE
FREE FROM BUGS OR THAT THE USE OF SUCH WILL BE UNINTERRUPTED OR ERROR-FREE
OR MAKE ANY OTHER REPRESENTATIONS REGARDING THE USE, OR THE RESULTS OF THE
USE, OF THE WORK PRODUCT IN TERMS OF CORRECTNESS, ACCURACY, RELIABILITY, OR
OTHERWISE. Subscriber understands that Polimorphic is not responsible for and will have no liability for
hardware, software, or other items or any services provided by any persons other than Polimorphic,
including without limitation, items supplied by Subscriber.

New Business 4
LOC Conference Voting Delegates –
Discussion – Motion

97th ANNUAL LOC CONFERENCE
October 5 – 7, 2022 │ The Riverhouse in Bend

Designation of Voting Delegate
at LOC Annual Membership Meeting
The LOC’s Annual Membership meeting will be held Friday, October 7 at 11 a.m. Each LOC
member city is entitled to cast one vote at the membership meeting; however, all city officials are
encouraged to attend the meeting.
This year's membership meeting will be hybrid style, so members can attend and cast their vote via
Zoom or in person. Please indicate below if your voting delegate plans on attending the meeting in
person or virtually. Additional details on how to attend and vote via Zoom will be sent to the voting
delegate one week before the meeting. All final virtual voting delegates must be designated a
minimum of 24 hours prior to the Annual Business Meeting.
Please answer the questions below to indicate who will represent your city as a voting delegate
and alternate delegate. Delegates attending the meeting in person should pick up a voting card at
the check-in desk on Friday morning prior to entering the membership meeting.
NOTE: Delegates may not vote without a voting card, and voting cards will be issued only to a
person indicated on this form. Voting by proxy will not be permitted.

FOR THE CITY OF
VOTING DELEGATE:
Name

Title

Email _________________________________________________________________

ALTERNATE:
Name

Title

Email _________________________________________________________________

DELEGATE WILL BE ATTENDING:

In Person

Virtually

Return this form by

Submitted by:

September 23 to:

Name

League of Oregon Cities

Title

Attn. Lisa Trevino

Phone

ltrevino@orcities.org
1201 Court St. NE, Suite 200
Salem, OR 97301

Email

New Business 5
Pop-Up Quick Build Crosswalk –
Discussion

SIDEWALK

WILDROSE DR
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New Business 6
City of Tangent Travel Policies & Travel
Authorization – Discussion – Motion

The City of Tangent adopted the following travel policy on (INSERT DATE) for anyone
meeting the criteria to travel on behalf of or representing the City of Tangent. Travel is
primarily to attend an event that is unreasonable to do in a single day, or the traveler will
incur more expenses than usual or purchase meals due to the length away at the event.
Qualifications
The City of Tangent provides travel to the following:
-

Appointed Officials (Budget, Parks, and Planning Commissioners)
Elected Officials (City Council and Mayor)
Staff employed by the City of Tangent (City Manager and Finance Director)

Reason for travel
-

-

Attend any one of the following conferences or conventions:
o City/County Insurance Service Conference (CIS)
o International City Managers Association (ICMA)
o League of Oregon Cities (LOC)
o Oregon City Managers Association (OCMA)
o Oregon Government Finance Officers Association (OGFOA)
o Oregon Mayors Association (OMA)
o Public Risk Management Association (PRIMA)
Attending an event beyond 75 miles one way and/or requires an overnight stay.
Presenting or speaking at an event related to local government more than 75
miles away and/or requiring an overnight stay.
Attending a single-day event 50 miles or less does not require a travel request,
but mileage will be reimbursed with a meal if needed.
Travel for single-day events between 50-75 miles will be a case-by-case decision
without referring to precedence or setting precedence.

Travel Not Covered
-

Single-day events under 50 miles away from Tangent.
Conferences or conventions not related to local government.
Political conference, convention, meetings, or rallies.
A single-day meeting that has a Zoom or teleconference option.

Authorization
The City Manager may authorize travel for anyone requesting travel within the state of
Oregon for a reason covered. The City Manager shall ask the mayor if the reason is not
clearly defined in the criteria for travel or seek a second opinion.
The City Council shall give the authorization for any out-of-state and international travel
at a City Council meeting.
Travel Booking
All travel bookings should be booked using the following criteria:
-

-

-

-

First-day travel
o The first day of travel may be the day before the event if it starts before
noon or is more than two hours away.
o If the event starts after one in the afternoon, travel on the same day if
under two hours.
o If airfare is required, the day before after one in the afternoon, but arrival
at destination before 10 in the evening.
Lodging at the venue hosting the event if preferred.
o If unavailable, similarly priced options that are nearby.
o Cheaper options nearby and provide clean and safe lodging.
o The City will provide a $20 host fee per night if staying with family or
friends at a private residence.
Automotive Expenses
o $0.58 per mile driven to the location of the event.
o Same rate if unable to stay at the venue hosting the event.
o Does not cover trips made for leisure during travel periods.
o Public Transit/Ride Share/Taxi if going from airport to lodging place.
o Car rental for out-of-state and no reasonable public transit or safe walking
routes.
Meal Per Diem
o The City of Tangent will provide a total of $75 per day under the following
breakdown
 $25 breakfast 6-11 AM
 $25 lunch 11-4 PM
 $25 dinner 4-10 PM
o Per Diem is not calculated if travel begins or ends before a meal period.
o If the hotel provides a complimentary hot breakfast, travelers are expected
to eat hotel breakfast.
o If the event provides meals, the traveler is expected to eat the meals
provided.

-

o If provided meals are not desired, the traveler should save receipts as the
City may cover it.
Incidental
o Incidental expenses are the fees and tips unexpected or expected:
 ATM Fees
 Baggage carrier
 Bellhop/maid
 Driver/Server
o Any fee/tip without a receipt of the fee/tip, the City will cover $5.00 or 25%,
depending on the City Manager's decision.
o Any fee/tip on a receipt will be covered by the City as long as the amount
does not exceed 25% of the total purchase before the fee/tip is applied.

Travelers Responsibility
-

Anyone traveling for City of Tangent business has the following responsibilities:
o Follow the travel itinerary and notify the City of Tangent if any changes
occur.
o Collect receipts of all expenditures.
o Attend the event that caused travel and leave leisure for after hours.
o Does not cause damage to property or purchase optional accessories with
city funds.
 The City will pay the damages but anticipates the traveler to
reimburse the City.
o Maintain a professional representation since representing the City of
Tangent.

Traveling With Family or Pets
-

Traveling with the inclusion of family and/or pets may be approved by the City
Manager, Mayor, or City Council under the following circumstances:
o The travel destination is within driving distance, or family members buy
additional tickets with personal funds if air or rail travel is needed.
o Lodging booking cost doesn't exceed the original booking by more than
25%, or the traveler pays the difference.
o The City does not cover meals, mileage, and incidental occurred by family.
o Traveler is not to miss any of the event that brought travel authorization.
o Pet falls in any of the categories:
 Cat (number needed)
 Dog (breed, size, number needed)
 Caged animal (small bird, hamster/gerbil, reptile, spider)
 Fish in a tank that is transportable and carryable.

o Companion and therapy pets are exempt.
o If the lodging venue hosting an event doesn't have a pet policy, another
hotel within reasonable distance and cost is the next option.
o The City may request a pet sitter or boarding for pets and may cover
costs.
Accident / Incident Reporting
-

In the event the traveler is involved in an accident/incident in which harm or
damages resulted from the incident, the traveler is to do the following:
o For an automotive, report to local authorities, contact City Manager, and
CIS Insurance. Obtain copies of reports, witnesses, and the
accident/incident details.
o Damages onto the property, please notify the property management and
inform the City of Tangent.
o Injury to the traveler and need medical attention should be taken care of,
and once able to, contact the City of Tangent or have someone else report
it.
o Any other accident/incident may delay travel or cause additional funds
from the City.

Travel Coverage
-

All travelers shall have the proper insurance and licenses required by the State of
Oregon for their privately owned vehicles used in travel.
The traveler shall obey all local, state, and federal laws while on travel status.
Travelers on travel status are covered by the City's insurance policy provided by
CIS.
The City's insurance policy does not cover travelers under the following:
o Traveler deviates for personal reasons going to or from the event.
o Traveler participates in activities outside the scope of the event.
o Traveler skips the event and engages in activities not part of the event.

After Trip Procedures
-

Traveler is to drop off within a week of returning to Tangent the following at City
Hall:
o All receipts from the trip.
o Updated TA form with additional incidental information.
o Signed TA form.

TA Processing
-

-

The City Manager will process the finalized TA form and forward it to Finance
Director for issue payments if needed.
In the event an expense is incurred and exceeds the amount approved or not
covered as a travel expense:
o The first time, City may cover up to $20-$50 or more, depending.
o The second time, City may cover up to $20 and ask for reimbursement
from the traveler.
o The third time, the City will not cover additional and seek reimbursement.
Reimbursement amount will be shared with the traveler if needed.
Finalized paper TA will be held for five years per the Record Retention Schedule.

Reimbursement
-

Qualifying expenses such as mileage, incidental, and others will be reimbursed in
a check made to the traveler.
Will not reimburse an entity on behalf of a person (LLC.)
Once the check is issued, all financial obligations from the trip are concluded
from the City.

City of Tangent
P.O. Box 251
Tangent, OR 97389
Traveler's Legal Name (As Shown on Gov't ID)

Position

Personal Physical Address

TA Number

From

Departure Date

Travel Authorization
Form 01-A-3
9/12/2022
Phone Number

Fiscal Year

ITINERARY

To (Destination City, State)

Return Date

Purpose of Trip

Person Travel Deviation

Conference Name

Date

Hotel Conference

Explanation

EXPENSE REPORT
Provided Meals

Traveler certifieds by signing that the facts contained on this form
and supporting documents are correct and consitute a valid claim
against the City of Tangent.

Traveler Signature

Date

City of Tangent
32166 Old Oak Dr.
Tangent, OR 97389

Shuttle

Mileage

TOTALS

M. Total
$
$
$
$
$
$
$
$
$

-

Meals

Lodging

$

-

Total
$
$
$
$
$
$
$
$
$

-

Prepared by

Date

Vendor Customer

RECEIPTS COLLECTED

Amount

Date Paid

Notes Comments

www.CityofTangent.org
Phone: 541-928-1020
Fax: 541-928-4920

Office Hours
Monday - Friday
9:00 A.M. - 4:00 P.M.
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Objective
The focus of this policy is to help City of Tangent meet its objectives. We
recognize that information and the protection of information is required to serve
our citizens. We seek to ensure that appropriate measures are implemented to
protect our citizen’s information. This Cybersecurity Policy is designed to establish
a foundation for an organizational culture of security. This policy will be reviewed
annually and approved by the City Council.
The purpose of this policy is to clearly communicate the City of Tangent’s security
objectives and guidelines to minimize the risk of internal and external threats while
taking advantage of opportunities that promote our objectives.
This policy applies to all City of Tangent elected officials, employees, contractors,
consultants, and others specifically authorized to access information and associated
assets owned, operated, controlled, or managed by City of Tangent. Additionally,
leadership must ensure that all contracts and similar agreements with business
partners and service providers incorporate appropriate elements of this policy.
Compliance
Oregon public entities must comply with the Oregon Identity Theft Protection Act,
ORS 646A.600 – 628. ORS 646A.622 (d) requires the implementation of a
Cybersecurity program. Non-compliance with this policy may pose risks to the
organization; accordingly, compliance with this program is mandatory. Failure to
comply may result in failure to obtain organizational objectives, legal action, fines
and penalties. Breaches with the potential to impact more than 250 individuals
must be reported to the Oregon Department of Justice.
https://www.doj.state.or.us/consumer-protection/id-theft-data-breaches/data-breaches/

ROLES AND RESPONSIBILITIES
City of Tangent has appointed the following roles and responsibilities to execute
and monitor the policies described in this document:
CITY MANAGER
• Ensure that a written Cybersecurity Policy is developed and implemented.
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• Confirm identification, acquisition, and implementation of information
system software and hardware.
• Identify all Personally Identifiable Information.
• Ensure implementation, enforcement, and effectiveness of IT Security
policies and procedures.
• Facilitate an understanding and awareness that security requires participation
and support at all organizational levels.
• Oversee daily activities and use of information systems to ensure employees,
business partners, and contractors adhere to these policies and procedures.
• See Appendix A – Acceptable Use Policy
Identify, Protect, Detect, Respond, and Recover
The following sections outline City of Tangent requirements and minimum
standards to facilitate the secure use of organizational information systems. The
information presented in this policy follows the format of the control families
outlines in the National Institute of Standards and Technology (NIST)
Cybersecurity Framework (NIST CSF): Identify, Protect, Detect, Respond, and
Recover.
The scope of security controls addressed in this policy focus on the activities most
relevant to City of Tangent as defined by the Center for Internet Security (CIS) and
industry best practices. Questions related to the interpretation and implementation
of the requirements outlined in this policy should be directed to the City Manager.
IDENTIFY (ID)
Objective: To develop the organization’s understanding that’s necessary to manage
cybersecurity risk to systems, people, assets, data, and capabilities.
Asset Management
An inventory of all approved hardware and software on City of Tangent network
and systems will be maintained in a computer program or spreadsheet that
documents the following:
• The employee in possession of the hardware or software.
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•
•
•
•
•

Date of purchase.
Amount of purchase.
Serial number.
Type of device and description.
A listing of software or devices that have been restricted.

Personally Identifiable Information (PII)
An inventory of all PII information by type and location will be taken. The
following table may be useful to inventory PII.
Location
Website

PII by Type

Essential

Location

Owner

Contractors
File in Staff Office
File in Building
File Offsite
Desk Top
HR System
Financial System
Laptop
Flash Drive
Cell Phone
Tablets
Other

Each manager will determine if PII is essential. If PII is not essential, it will either
not be collected, or (if collected) will be destroyed. Do not collect sensitive
information, such as Social Security numbers, if there is no legitimate business
need. If this information does serve a need, apply your entity’s record retention
plan that outlines what information must be kept, and dispose of it securely once it
is no longer required to maintain.
All PII no longer needed shall be shredded if in paper form or destroyed by IT if in
electronic form.
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The Oregon Identity Theft Protection Act prohibits anyone (individual, private or
public corporation, or business) who maintains Social Security numbers from:
• Printing a consumer’s SSN on any mailed materials not requested by the
consumer unless redacted.
• Printing a consumer’s SSN on a card used by the consumer that is required
to access products or services.
• Publicly posting or displaying a consumer’s SSN, such as on a website.
Exceptions include requirements by state or federal laws, including statute records
(such as W2s, W4s, 1099s, etc.) that are required by law to be made available to
the public, for use for internal verification or administrative processes, or for
enforcing a judgment or court order.
PROTECT (PR)
Objective: To develop and implement appropriate safeguards to ensure the delivery
of critical services.
Identity Management, Authentication and Access Control
The City Manager, working with Cascade West Council of Governments IT
Department, is responsible for ensuring that access to the organization’s systems
and data is appropriately controlled. All systems housing City of Tangent’s data
(including laptops, desktops, tablets, and cell phones) are required to be protected
with a password or other form of authentication. Except for the instances noted in
this policy, users with access to City of Tangent systems and data are not to share
passwords with anyone.
City of Tangent has established following password configuration requirements for
all systems and applications (where applicable):
•
•
•
•
•

Minimum password length: 8 characters
Password complexity: requires alphanumeric and special characters
Prohibited reuse for four (4) iterations
Changed every 90 days
Invalid login attempts set to three
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• Automatic logout due to inactivity = 30 minutes
Other potential safeguards include:
•
•
•
•
•
•

Not allowing PII on mobile storage media
Locking file cabinets
Not allowing PII left on desktops
Encrypting sensitive files on computers
Requiring password protection
Implementing the record retention plan and destroying records no longer
required

Where possible, multi-factor authentication will be used when users authenticate to
the organization’s systems:
• Users are granted access only to the system data and functionality necessary
for their job responsibilities.
• Privileged and administrative access is limited to authorized users who
require escalated access for their job responsibilities and where possible will
have two accounts: one for administrator functions and a standard account
for day to day activities.
• All user access requests must be approved by the City Manager.
• It is the responsibility of the City Manager to ensure that all employees and
contractors who separate from the organization have all system access
removed with one (1) day.???
On an annual basis, a review of user access will be conducted under the direction
of the City Manager to confirm compliance with the access control policies
outlined above.
Awareness and Training
City of Tangent personnel are required to participate in security training in the
following instances:
1. All new hires are required to complete security awareness training before
receiving login credentials.
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2. Formal security awareness refresher training is conducted on an annual
basis. All employees are required to participate in and complete this training.
Upon completion of training, participants will Acceptable Use Policy included in
Appendix A.
Two online classes are available through the CIS Learning Center at
learn.cisoregon.org: Cyber Threats and Best Practices to Confront Them” and
“Cyber Security Basics”.
On an annual basis City of Tangent will conduct email phishing exercises of its
users. The purpose of these tests is to help educate users on common phishing
scenarios. It will assess their level of awareness and comprehension of phishing,
understanding and compliance with policy around safe handling of 3-mails
containing links and/or attachments, and their ability to recognize a questionable or
fraudulent message.
Data Security
Data Classification
You must adhere to your Records Retention Policy regarding the storage and
destruction of data. Data residing on corporate systems must be continually
evaluated and classified into the following categories:
• Employees Personal Use: Includes individual user’s personal data, emails,
documents, etc. This policy excludes an employee’s personal information, so
no further guidelines apply.
• Marketing or Informational Material: Includes already-released marketing
material, commonly known information, data freely available to the public,
etc. There are no requirements for public information.
• Operational: Includes data for basic orgainizational operations,
communications with vendors, employees, etc. (non-confidential). The
majority of data will fall into this category.
• Confidential: Any information deemed confidential. The following list
provides guidelines on what type of information is typically considered
confidential. Confidential data may include:
o Employee or customer Social Security numbers or personally
identifiable information (PII).
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o
o
o
o
o
o
o
o
o
o

Personnel files.
Medical and healthcare information.
Protected Health Information (PHI).
Network diagrams and security configurations.
Communications regarding legal matters.
Passwords/passphrases.
Bank account information and routing numbers.
Payroll information.
Credit card information.
Any confidential data held for a third party (be sure to adhere to any
confidential data agreement covering such information).

Data Storage
The following guidelines apply to storage of the different types of organizational
data:
• Operational: Operational data should be stored on a server that gets the most
frequent backups (refer to the Backup Policy for additional information). Do
we have a Backup Policy?
• Confidential: Confidential information must be removed from desks,
computer screens, and common areas unless it is currently in use.
Confidential information should be stored in the safe, with the combination
secured.
Data Transmission
The following guidelines apply to the transmission of the different types of
organizational data:
• Confidential: Confidential data must not be 1) transmitted outside the
organization’s network without the use of strong encryption, 2) left on
voicemail systems, either inside or outside the organization’s network.
Data Destruction
You must follow your records retention policy before destroying data.
• Confidential: Confidential data must be destroyed in a manner that makes
recovery of the information impossible. The following guidelines apply:
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o Paper/documents: Cross-cut shredding is required.
o Storage media (CD’s, DVD’s): Physical destruction is required.
o Hard drives/systems/mobile storage media: At a minimum, data /data
unrecoverable. If wiping is used, the organization must use the most
secure commercially-available methods for data wiping. Alternatively,
the organization has the option of physically destroying the storage
media.
Data Storage
Stored data includes any data located on organization-owned or organizationprovided systems, devices, media, etc. Examples of encryption options for stored
data include:
•
•
•
•
•
•

Whole disk encryption
Encryption of partitions/files
Encryption of disk drives
Encryption of personal storage media/USB drives
Encryption of backups
Encryption of data generated by applications

Data while transmitted includes any data sent across the organization network or
any data sent to or from an organization-owned or organization-provided system.
Types of transmitted data that shall be encrypted include:
•
•
•
•
•
•

VPN tunnels
Remote access sessions
Web applications
Email and email attachments
Remote desktop access
Communications with applications/databases

Information Protection Processes and Procedures
Secure Software Development I don’t think we need this, but it can be added later!
Contingency Planning
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The organization’s business contingency capability is based on CLOUD and
LOCAL backups of all critical business data. This critical data is defined as
(CRITICAL DATA DEFINITION) financial data, land use data, City Council data
such as minutes, ordinances, resolutions. ???. Full data backups will be performed
on monthly? Basis. Confirmation that backups were performed successfully will be
conducted ????. Testing of cloud backups and restoration capability will be
performed on a daily basis.
During a contingency event, all IT decisions and activities will be coordinated
through and under the direction of the City Manager.
The following business contingency scenarios have been identified along with the
intended responses:
• In the event that one or more of City of Tangent’s systems or applications
are deemed corrupted or inaccessible, the City Manager will work with the
respective vendor(s) to restore data from the most recent LOCAL backup
and if necessary, acquire replacement hardware. If the application that is
deemed corrupted or inaccessible is financial data in nature, the Finance
Director will work with the respective vendor to restore data from the most
recent CLOUD backup.
• In the event that the location housing the City of Tangent’s systems are no
longer accessible, the City Manager will work with the respective vendor(s)
to acquire any necessary replacement hardware and software, implement
these on one of the organization’s other equipment, and restore data from
the most recent LOCAL backup.
As an important reminder, CIS covers data reproduction (subject to a deductible)
for only one week.
Network Infrastructure
The organization will protect the City of Tangent’s electronic communications
network from the Internet by utilizing a firewall. For maximum protection, the
City’s network devices shall meet the following configuration standards:
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• Vendor recommended, and industry standard configurations will be used.
• Changes to firewall and router configuration will be approved by the City
Manager.
• Both router and firewall passwords must be secured in the safe and difficult
to guess.
• The default policy for the firewall for handling inbound traffic should be to
block all packets and connections unless the traffic type and connections
have been specifically permitted.
• Inbound traffic containing ICMP (Internet Control Message Protocol) traffic
should not be passed in from the Internet, or from any un-trusted external
network.
• All web services running on routers must be disabled.
• Simple Network Management Protocol (SNMP) Community Strings must be
changed from the default “public” and “private”.
Network Servers
Servers typically accept connections from several sources, both internal and
external. As a general rule, the more sources that connect to a system, the more
risk associated with that system, so it is particularly important to secure network
servers. The following statements apply to the organization’s use of network
servers:
• Unnecessary files, services, and ports should be removed or blocked. If
possible, follow a server-hardening guide, which is available from the
leading operating system manufacturers.
• Network servers, even those meant to accept public connections, must be
protected by a firewall or access control list.
• If possible, a standard installation process should be developed for the
organization’s network servers. A standard process will provide consistency
across servers no matter what employee or contractor handles the
installation.
• Clocks on network servers should be synchronized with the organization’s
other networking hardware using NTP or another means. Among other
benefits, this will aid in problem resolution and security incident
investigation.
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Network Segmentation
Network segmentation is used to limit access to data within the City of Tangent
network based upon data sensitivity. City of Tangent maintains two wireless
networks. The guest wireless network is password protected, and proper
authentication will grant the user internet access only. Access to the secure
wireless network is limited to City of Tangent personnel and provides the user
access to the intranet.
Under the direction of the City Manager, the third-party network administrator
manages the network user accounts, monitors firewall logs, and operating system
event logs. The City Manager authorizes vendor access to the system componenets
as required for maintenance.
Additional Considerations: Does the organization employ industry-accepted
configurations/standards for mobile devises, laptops, workstations, and other
hardware and software?
Protective Technology
Email Filtering
A good way to mitigate email related risk is to filter it before it reaches the user so
that the user receives only safe, business-related messages. City of Tangent’s
contracted IT service will filter email at the Internet gateway and/or the mail
server. This filtering will help reduce spam, viruses, or other messages that may be
deemed either contrary to this policy or a potential risk to the organization’s IT
security.
Additionally, email or anti-malware programs used by the City of Tangent’s
contracted IT service, may have been implemented to identify and quarantine
emails that are deemed suspicious. This functionality may or may not be used at
the discretion of the contracted IT manager.
Network Vulnerability Assessments
On a quarterly?? Basis City of Tangent will perform both internal and external
network vulnerability assessments. The purpose of these assessments is to establish
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a comprehensive view of the organization’s network as it appears internally and
externally. These evaluations will be conducted under the direction of the City
Manager to identify weaknesses with the network configuration that could allow
unauthorized and/or unsuspected access to the organization’s data and systems.
As a rule, “penetration testing” which is the active exploitation of organization
vulnerabilities, is discouraged. If penetration testing is performed, it must not
negatively impact organization systems or data.
Additional Considerations
Does the organization have technologies (e.g., web proxies/web
filtering) in place that limit a user’s access to dangerous or malicious sites?
Does the organization monitor the flow of data across the network?
Does the organization employ web application firewalls on web
servers, if you host your own website?
DETECT (DE)
Definition: Develop and implement appropriate activities to identify the occurrence
of a cybersecurity event.
Anomalies and Events
The following logging activities are conducted by City of Tangent’s contracted IT
service under the direction of the City Manager.
• Domain Controllers – Active Directory event logs will be configured to log
the following security events: account creation, escalation of privileges, and
login failures.
• Application Servers – Logs from application servers (e.g., web, email,
database servers) will be configured to log the following events: errors,
faults, ad login failures.
• Network Devices – Logs from network devices (e.g., firewalls, network
switches, routers) will be configured to log the following events: errors,
faults, and login failures.
Passwords should not be contained in logs.

Page | 14

City of Tangent
Cybersecurity Policy
November 2021

month. Event logs will be configured to maintain record of the above events for
three months.
Security Continuous Monitoring
Anti-Malware Tools
All organization servers and workstations will utilize Kaspersky End Point
Security 10 for Windows to protect systems from malware and viruses. Real-time
scanning will be enabled on all systems and weekly malware scans will be
performed. A monthly review of the Kaspersky End Point Security 10 for
Windows dashboard will be conducted by the City Manager ? to confirm the status
of virus definition updates and scans.
Patch management
All software updates and patches will be distributed to all City of Tangent system
as follows:
• Workstations will be configured to install software updates every week
automatically.
• Server software updates will be manually installed at least monthly.
• Any exceptions shall be documented.
Additional Consideration
Does the organization manage the ongoing use of ports, protocols, and
services on networked devices to minimize vulnerabilities.
RESPOND (RS)
Definition: Develop and implement appropriate activities to take action regarding a
detected cybersecurity incident.
Response Planning
The organization’s annual security awareness training shall include direction and
guidance for the types of security incidents users could encounter, what actions to
take when an incident is suspected, and who is responsible for responding to an
Page | 15

City of Tangent
Cybersecurity Policy
November 2021

incident. A security incident, as it relates to the City of Tangent’s information
assets, can be defined as either an Electronic or Physical incident.
The City Manager is responsible for coordinating all activities during a significant
incident, including notification and communication activities. They are also
responsible for the chain of escalation and deciding if/when outside agencies, such
as law enforcement, need to contacted.
Electronic Incidents
This type of incident can range from an attacker or user accessing the network for
unauthorized/malicious purposes to a virus outbreak or a suspected Trojan or
malware infection. When an electronic incident is suspected, the steps below
should be taken in order:
1. Remove the compromised device from the network by unplugging or
disabling network connection. Do not power down the machine.
2. Report the incident to the City Manager or Mayor.
3. Contact the third-party service provider (and/or computer forensic specialist)
as needed.
The remaining steps should be conducted with the assistance of the third-party IT
service provider and/or computer forensics specialist.
4. Disable the compromised account(s) as appropriate.
5. Backup all data and logs on the machine, or copy/image the machine to
another system.
6. Determine exactly what happened and the scope of the incident.
7. Determine how the attacker gained access and disable it.
8. Rebuild the system, including a complete operating system reinstall.
9. Restore any needed data from the last known good backup and put the
system back online.
10.Take actions, as possible, to ensure that the vulnerability will not reappear.
11.Conduct a post-incident evaluation. What can e learned? What could be
done differently?
Physical Incidents
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A physical IT security incident involves the loss or theft of a laptop, mobile device,
PDA/Smartphone, portable storage device, or other digital apparatus that may
contain organization information. All instances of a suspected physical security
incident should be reported immediately to the City Manager or Mayor.
Notification
If an electronic or physical security incident is suspected of having resulted in the
loss of third-party/customer data, notification of the public or affected entities
should occur.
1. Contact CIS Claims at claims@cisoregon.org.
2. Inform your attorney.
3. Complete this form if the breach involves more than 250 record:
https://justice.oregon.gov/consumer/DataBreach/Home/Submit.
RECOVER (RC)
Recovery processes and procedures are executed and maintained to ensure timely
restoration of systems and/or assets affected by cybersecurity events.
CIS will help with the recovery process. CIS may provide forensics services breach
coaching services, legal services, media services and assist in paying for
notification expenses. The CIS claims adjuster will discuss with you the coverages
and services offered by CIS.
The City Manager is responsible for managing and directing activities during an
incident, including the recovery steps.
Recovery planning and processes are improved by incorporating lessons learned
into future activities.
Restoration activities are coordinated with internal and external parties, such as
coordinating centers, Internet service providers, owners of the affected systems,
victims, and vendors.
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External communications should only be handled by designated individuals at the
direction of the City Manager. Recovery activities are communicated to internal
stakeholders, executives, and management teams.
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Appendix A – Acceptable Use Policy
The intention of this Acceptable Use Policy is not to impose restrictions that are
contrary to the City of Tangent established culture of openness, trustworthiness,
and uprightness. Understanding and adhering the organization’s IT security
policies is necessary to protect our employees and organization from illegal or
damaging actions by individuals, either knowingly or unknowingly. Effective
security is a team effort involving the participation and support of every employee.
It is the responsibility of every computer user to know these guidelines and to
conduct their activities accordingly.
Purpose
The purpose of this policy is to outline the acceptable use of computer equipment,
email, and internet access at all locations. These rules are in place to protect the
employee and the organization. Inappropriate use exposes the organization to risks
including virus attacks, compromises of network systems and services, and legal
liability.
Scope
This policy applies to both permanent and temporary employees of the
organization. This policy applies to all equipment that is owned or leased by the
organization. This policy is a supplement to the City of Tangent’s Cybersecurity
Policy.
1.0 Policy
The following actions shall constitute unacceptable use of the corporate network.
The list also provides a frame of reference for types of activities that are deemed
unacceptable. The user may not use the corporate network and/or systems to:
1. Engage in an activity that is illegal under local, state, federal, or international
law.
2. Engage in any activities that may cause embarrassment, loss of reputation, or
other harm to the organization.
3. Disseminate defamatory, discriminatory, vilifying, sexist, racist, abusive,
threatening, obscene or otherwise inappropriate messages or media.
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4. Engage in activities that cause an invasion of privacy.
5. Engage in activities that cause disruption to the workplace environment or
create a hostile workplace based on a legally protected class.
6. Make fraudulent offers for products or services.
7. Install, download or distribute unlicensed or “pirated” software.
8. Reveal personal or network passwords to others, including family, friends,
or other members of the household when working from home or remote
locations.
Email
The following activities are strictly prohibited:
1. Using the email system to send or forward pornographic material.
2. Using the email system for any form of harassment whether through
language, content, frequency or size of the message.
3. Sending unsolicited bulk email messages, including the sending of “junk
mail” or other advertising materials to individuals who did not specifically
request such material (email spam).
4. Sending or forwarding emails of a non-business nature to the “All
Employee” list.
5. Sending or forwarding emails of a non-business nature with either an
excessive number of attachments or attachments of excessive size (examples
would be emails with numerous photos, video clips, or large PowerPoint
presentations).
6. Creating or forwarding “chain letters”, “Ponzi” schemes or other get rich
quick “pyramid” schemes of any type.
7. Using the email system in a manner that would violate the City of Tangent’s
Cybersecurity Policy.
8. Opening file attachments with file extensions such as .vbs, .exe, .com, or
.sys.
Social Networking/Blogging
The following applies to social networking/blogging:
1. Employees are discouraged from using employer-owned equipment,
including computers, organizationally licensed software or other electronic
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equipment, or organization time to conduct personal blogging. Social
networking activities are discouraged.
2. Employees are expected to protect the privacy of the organization and its
employees and are prohibited for disclosing personal employee and
nonemployee information and any other proprietary and nonpublic
information to which the employees have access.
3. Management strongly urges employees to report any violations or possible
violations or perceived violations to the City Manager or Mayor.
Management investigates and responds to all reports of violations of the
social networking policy and other related policies.
4. Only executive management are authorized to remove any content that does
not meet the rules and guidelines of the policy or that may be illegal or
offensive.
5. Views of the individual employee are not ever attributed to the City of
Tangent.
6. Posts must comply with existing policies regarding harassment and
discrimination.
7. Posts must comply with existing policies regarding confidentiality and
improper disclosures.
8. Online activities must not interfere or negatively affect work tasks or City of
Tangent except for “Concerted Activities”.
9. Employees must not reference City of Tangent or its services in the
employee’s social media posts, except for “Concerted Activities”.
10.City of Tangent logos should not be used in the employee’s social media
posts, except for “Concerted Activities”.
11.Posts must not violate copyright laws.
12.Consult the Employee Personnel Handbook for further clarification.
Clean Desk
A significant amount of confidential customer information is maintained in paperbased form. All staff members are responsible for ensuring that this information is
properly safeguarded and is not improperly disclosed to unapproved third parties.
In order to accomplish this, all employees are responsible for:
1. Ensuring that paper-based informatin is appropriately monitored and
protected.
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2. Ensuring that all confidential documents are properly locked-up at the end of
each business day. Appropriate methods to secure documents include
utilizing locking filing cabinets or desk drawers, etc.
3. Maintaining a “clean desk” or working area throughout the day and ensure
there are no confidential documents in open view if absent from their desk
for an extended period. This will help to ensure that confidential customer
information is not inadvertently disclosed.
Computer Usage (Password)
The following password criteria will be used to access Windows workstations:
1.
2.
3.
4.
5.
6.

Minimum password length: 8 characters.
Password complexity: requires alphanumeric and special characters.
Prohibited reuse for four (4) iterations.
Changed periodically every 90 days.
Invalid login attempts set to three.
Automatic logout due to inactivity = 30 minutes.

Portable Devices
The following Portable Devices are allowed fo organization use only:
1.
2.
3.
4.

Cell phones
Laptops
Digital cameras
Any type of USB memory device or USB mass storage device

2.0 Monitoring
Employees should have no expectation of privacy for any information they store,
send, receive, or access via the organization’s network. Content monitoring of
email by management may occur without prior notice. All other monitoring,
including but not limited to, internet activity, email volume or size, and other
forms of electronic data exchange may occur without prior notice by management.
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Monitoring may occur without prior notice of a suspected violation, either in part
or in whole, of the Acceptable Use Policy or the City of Tangent Cybersecurity
Policy is detected or reported.
3.0 Reporting
Employees must report to the City Manager when they learn of a suspected breach
of information or have lost a laptop, telephone, or USB memory with City of
Tangent information.
4.0 Enforcement
Any employee found to have violated this policy may be subject to disciplinary
action, up to and including termination of employement.

Signature
I have received a copy of the organization’s Acceptable Use Policy as revised and
approved by Tangent City Council. I have read and understood the policy.

__________________________________
(Print your name)

__________________________________
(Signature)

_______________
(Date)
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Appendix B – Confidentiality and Non-Disclosure Agreement
This Confidentiality and Nondisclosure Agreement (the “Agreement”) is entered
into by and between City of Tangent )”Disclosing Party”) and
____________________________ (“Receiving Party”) for the purpose of
preventing the unauthorized disclosure of Confidential Information as defined
below. The parties agree to enter into a confidential relationship with respect to the
disclosure of certain proprietary and confidential information (“Confidential
Information”).
1. Definition of Confidential Information. For purposes of this Agreement,
“Confidential Information” shall include all information or material that has
or could have commercial value or other utility in the business in which
Disclosing Party is engaged. Examples of Confidential Information include
the following:
• Employee or customer Social Security numbers or personal
information
• Customer data
• Entity financial data
• Product and/or service plans, details, and schematics
• Network diagrams and security configurations
• Communications about entity legal matters
• Passwords
• Bank account information and routing numbers
• Payroll information
• Credit card information
• Any confidential data held for a third party
2. Exclusions from Confidential Information. Receiving Party’s obligations
under this Agreement do not extend to information that is: (a) publicly
known at the time of disclosure or subsequently becomes publicly known
through no fault of the Receiving Party; (b) discovered or created by the
Receiving Party before disclosure by Disclosing Party; (c) learned by the
Receiving Party through legitimate means other than from the Disclosing
Party or Disclosing Party’s representatives; or (d) is disclosed by Receiving
Party with Disclosing Party’s prior written approval.
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3. Obligations of Receiving Party. Receiving Party shall hold and maintain the
Confidential Information in strictest confidence for the sole and exclusive
benefit of the Disclosing Party. Receiving Party shall carefully restrict
access to Confidential Information to employees, contractors and third
parties as is reasonably required and shall require those persons to sign
nondisclosure restrictions that are at least as protective as those in this
Agreement. Receiving Party shall not, without the prior written approval of
Disclosing Party, use for Receiving Party’s own benefit, publish, copy, or
otherwise disclose to others, or permit the use by others for their benefit or
to the detriment of Disclosing Party, any Confidential Information.
Receiving Party shall return to Disclosing Party any and all records, notes,
and other written, printed, or tangible materials in its possession pertaining
to Confidential Information immediately if Disclosing Party requests it in
writing.
4. Time Periods. The nondisclosure provisions of this Agreement shall survivie
the termination of this Agreement and Receiving Party’s duty to hold
Confidential Information in confidence shall remain in effect until the
Confidential Information no longer qualified as a trade secret or until
Disclosing Party sends Receiving Party written notice releasing Receiving
Party from this Agreement, whichever occurs first.
5. Relationships. Nothing contained in this Agreement shall be deemed to
constitute either party a partner, joint venture or employee of the other party
for any purpose.
6. Severability. If a court finds any provision of this Agreement invalid or
unenforceable, the remainder of this Agreement shall be interpreted so as
best to affect the intent of the parties.
7. Integration. This Agreement expresses the complete understanding of the
parties with respect to the subject matter and supersedes all prior proposals,
agreements, representations, and understandings. This Agreement may not
be amended except in a writing signed by both parties.
8. Waiver. The failure to exercise any right provided in this Agreement shall
not be a waiver of prior or subsequent rights.
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This Agreement and each party’s obligations shall be binding on the
representatives, assigns, and successors of such party. Each party has signed this
Agreement through its authorized representative.
Disclosing Party
By:_____________________________________________________________
Printed Name:_____________________________________________________
Title:_____________________________________________________________
Date:___________________________________

Receiving Party
By:_____________________________________________________________
Printed Name:_____________________________________________________
Title:_____________________________________________________________
Date:___________________________________
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New Business 8
Oregon Paid Leave Act – Discussion –
Motion

New Business 9
Use of City Hall by Public Form –
Discussion – Motion

City of Tangent
P.O. Box 251
Tangent, OR 97389
City Hall Usage
Name of organization or individual: _______________________________________
Person supervising activity: _____________________________________________
Phone: ________________ Alt. Phone: __________________
E-mail Address: _____________________________________
Type of Event: _______________________________________________________
Date of Use: _______________ Time: _______A.M. or P.M. to______A.M. or P.M.
Do you request city staff be on site during your event? Please Circle one:
Yes

No

Yes but not attend event

Please list any special items you may bring: _________________________________
____________________________________________________________________
____________________________________________________________________
The applicant and the applicant’s group, shall indemnify, defend and hold City, its
elected and appointed officials, agents, employees and volunteers harmless from all
liabilities, claims judgments, demands and costs arising out of or resulting from
applicant’s, applicant’s group or their invitees’ use of the Tangent City Hall and
adherence to all city regulations. I have read and agree to abide by the regulations
established for use of Tangent City Hall. I agree to be solely and completely responsible
for the condition of the reserved area and to leave it in neat and clean condition, without
damage. I agree to promptly reimburse the City for all damages. Any permitted special
uses, including sound amplification, may be revoked for cause with no reimbursement
of fees.
___________________________
User Signature
City Hall
32166 Old Oak Dr.
Tangent OR 97389

_______________
Date

www.CityofTangent.org
Phone: 541-928-1020
Fax: 541-928-4920

Office Hours
Monday – Friday
9:00 A.M. – 4:00 P.M.

